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Topics

« Setting guest OS and virtual machine
for kernel debugging

e Configuring host WinDbg for kernel
debugging

e Examining the guest system

e Simulating a double fault
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Virtual Machine Setup

Virtual Machine Settings E

Hardware | Options

Device status
| Connected

+ | Connect at power on

Device Summary

M Memory 1GEB
[ Processors 4
it Hard Disk (SCSI) 20 GB

) CD/DVD (IDE) Auto detect
G Flappy Auto detect LIse physical serial paort:
IElNetwcurk Adapter MAT P ——
|UISE Contraller Present :
@' | Sound Card Auto detect

Present

Connection

Use output file:

@ Use named pipe:

Y\ \pipecom2

Auto detect

|This end is the server,

|The other end is a virtual machine.

I/0 mode
| Yield CPU on pall

Allow the guest operating system to use this serial
port in polled mode (a5 opposed to interrupt mode).

0K ] | cancel || Help
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L] BOOT Advanced Options

2

mereral  Book |_:Hr||

Microsoft Windows Wiska (1]

[+ Baud rate:

USE target name:

S
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Host WinDbg Setup

Kernel Debugging

COM {1334 |USB | NET | Local

Baud Rate:
115200
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1: kd> k

Child-SP

fffff980 00a9e968
fffff980 00a%9e970
980 00a9eabo
fffffo80 00ce4f80
fffff980 00ce5118
fffff980 00ce5120
=3

fffff980 00ceado0
fff+f980 00cea598
ffff980 00cea5a0d
fff+f980 00cea738
980 00cea740
fffff980 00ceal8d8
fff+f980 00cea8e0
fff+f980 00ceaa78
fffff980 00ceaald0
980 60ceaclo
980 00ceac50
ffff980 00ceac90
fffff980 00ceaced
fffff980 00cead50
ffff980 00ceadB80

Double Fault

RetAddr

fffff800 0184d8f3
fffff800 0184c138
fffff800 0184b754
fffff800° ©184d900
fffff800 0184b871
fffff800  ©184d900

fffff800° ©184d900
fffff800 0184b871
fffff800° ©184d900
fffff800 0184b871
fffff800° ©184d900
fffff800 0184b871
fffff800 ©184d900
fffff800 0184bec3
fffff980  13ac910b
fffff980 13ac9415
980 13ad4ebc
fffff800 01859ca3
fffff800 0laelbbb
fffff800 018344f6
00000000 V00V

Call Site

nt!KeBugCheckEx
nt!KiBugCheckDispatch+0x73
nt!KiDoubleFaultAbort+0xb8
nt!KiDebugTrapOrFault+0x14
nt!KiExceptionDispatch
nt!KiDebugTrapOrFault+0x131

nt!KiDebugTrapOrFault+0x131
nt!KiExceptionDispatch
nt!KiDebugTrapOrFault+0x131
nt!KiExceptionDispatch
nt!KiDebugTrapOrFault+0x131
nt!KiExceptionDispatch
nt!KiDebugTrapOrFault+0x131
nt!KiExceptionDispatch
nt!KiInvalidOpcodeFault+0xc3
spsys!SPVersion+0x237db
spsys!SPVersion+0x23ae5
spsys!SPVersion+0x2f53c
nt!ExpWorkerThread+0x12a
nt!PspSystemThreadStartup+0x5b
nt!KxStartSystemThread+0x16
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Hardcore Software Diaghostics Tralning
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http://www.dumpanalysis.com/philosophy-software-diagnostics-introduction
http://www.dumpanalysis.com/pattern-oriented-network-trace-analysis
http://www.dumpanalysis.com/accelerated-windows-debugging-3
http://www.dumpanalysis.com/accelerated-windows-debugging-3
http://www.dumpanalysis.com/accelerated-windows-memory-dump-analysis
http://www.dumpanalysis.com/accelerated-windows-debugging-3

Debugging. TV

Now on YouTubel!

http://www.youtube.com/DebuggingTV
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